(15| The SESK Party Game

STUFF EVERY SECURITY PRO SHOULD KNOW

(

How to play (30 seconds)

1. The reader reads a card and its three answers out loud.

2. Everyone says "One, two, three, Goldilocks!" and holds up 1, 2, or 3 fingers.

3. The reader flips the card and reads the answer and the Why.

4. Everyone who was right takes a point.

5. The reader reads the joke with a straight face. Anyone laughs or groans? The reader
takes a point. Nobody got it right? The reader takes a point.

6. Pass the deck left. Most points when the points run out wins.

What you need

These cards and the point tokens on the last two pages. No tokens? Use coins, buttons,
pebbles, or marshmallows. 3 to 10 players, ages 8 and up.

Expert rule: Bet It

Before the reader flips the card, you may put one of your points on your answer. Right: take
your normal point plus one extra. Wrong: your bet goes back to the pile. That's it.

Printing

Print single-sided, on cardstock if you have it. Cut on the dashed lines. Each card isa 3.5 x 5
inch index card. The answer half is upside down on purpose, so the table can't peek.

Cards 1 to 50 of 100. More cards and the free daily online game at sesk.info. Built 2026-10-
12.




SECURITY & PRIVACY £

Encrypting a laptop's files mainly
protects which part of the CIA triad?

o Confidentiality

a Integrity
e Availability

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

A file's hash value no longer matches
after someone edits the file. Which CIA
property was affected?

o Confidentiality

a Integrity
e Availability

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

A flood of fake traffic knocks a website
offline. Which CIA property does this
attack target?

o Confidentiality

a Integrity
e Availability

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Which assurance does a digital signature
add so a signer cannot later deny
signing?

o Non-repudiation
a Obfuscation
e Redundancy

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

You sign in, and then the system decides
which folders you may open. What is
that second step?

o Authentication
a Authorization

e Accounting

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

What is the core premise of zero trust
architecture?

o Everything inside the office network is trusted
B A user is trusted for the day after one login

Trust is never granted implicitly and is continually
evaluated

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (5 SECURITY & PRIVACY (12

In NIST's zero trust model, which
component makes the final decision to
grant access to a resource?

o The policy engine
a The policy enforcement point
e The data plane switch

FLIP FOR THE ANSWER
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Which one of these is a security control
category, rather than a control type?

o Preventive

a Managerial
e Deterrent

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

A system cannot use the normal required
control. What do you call the alternative that
gives comparable protection?

o A directive control
a A deterrent control
e A compensating control

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Giving each user only the access needed
for their assigned tasks follows which
principle?

o Least privilege
a Separation of networks
e Security through obscurity

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

A server set up only to attract attackers
so defenders can study them is called
what?

o A bastion host
a A honeypot
e A jump server

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which key lengths does the Advanced
Encryption Standard (AES) support?

o 56, 112 and 168 bits
a 512, 1024 and 2048 bits
e 128, 192 and 256 bits

FLIP FOR THE ANSWER

96hSH O4NI'IS3S

/ ‘Adua.und apu-03dAi) iploAe !
i uewsadng saop JuswAed 1eUBIP JO WIOJIRYAA |
35V4 LHOIVYLS |

*SY20]1q Hg-8Z T UO SHIOM UOISISA AJISAD pue ‘92104
91Nn.Iq 0} JopJley ale sAy JobuoT ‘sydAsp pue sydAnus
A3 swes ayy 0s Jaydp dLUBWWAS e SISTY AHM

s319 952 Pup Zel ‘szt )




SECURITY & PRIVACY (12

Which key does a recipient use to
verify a digital signature?

o The signer's public key
a The signer's private key
e The recipient's private key

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

How long is a SHA-256 hash output,
called the message digest?

o 160 bits
B 256 bits
e 512 bits

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Published attacks show MDS5 is not
prudent to use when you need which

property?

o Fast speed
a Fixed-length output

e Collision resistance

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Adding a unique random salt to each
password before hashing mainly defends
against what?

Precomputed lookup tables such as
rainbow tables

a Shoulder surfing
e Phishing emails

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

NIST's digital identity guidelines say a
password salt must be at least how long?

o 8 bits
a 32 bits
e 256 bits

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which of these is a poor choice for
storing passwords because it is a fast
hash?

o Argon2id

a berypt

e Plain SHA-256

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

A tamper-resistant chip on a computer's
motherboard that generates and stores
cryptographic keys is called what?

o A Trusted Platform Module (TPM)
a A hardware load balancer
e A smart card reader

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

What do you send to a certificate
authority to request a certificate?

o Your private key
a A certificate signing request (CSR)
e A certificate revocation Llist

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

What is a certificate revocation list
(CRL)?

o A list of trusted root certificates
a A list of users allowed to request certificates

a A signed, time-stamped list of revoked
certificates

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which protocol lets software check the
revocation status of a certificate online, more
timely than CRLs?

o Online Certificate Status Protocol (OCSP)

a Simple Network Management Protocol
(SNMP)

e Lightweight Directory Access Protocol (LDAP)

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

A wildcard certificate for *.example.com
is presented. Which name does it match?

o www.example.org
a www.example.com
e a.b.example.com
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SECURITY & PRIVACY (12

What did TLS 1.3 change about key
exchange?

o Static RSA key exchange became required
a Key exchange moved to symmetric keys only

Every public-key key exchange now provides
forward secrecy

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

What cryptographically links each block
in a blockchain to the one before it?

o The previous block header's hash
a The miner's password
e A shared symmetric session key

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which threat actor already has
authorized access to an organization's
systems?

o A nation-state outsider
a An insider threat
e An unskilled external attacker

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Tricking a person into revealing
information or taking a harmful action is
called what?

o Key stretching
a Port scanning

e Social engineering

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

What is phishing called when it targets a
specific person, company or industry?

o Spearphishing

a Smishing
e Pharming

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Phishing carried out over a phone call
is commonly called what?

o Smishing
a Vishing
e W haling

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Compromising a website that a target
group often visits, to infect them, is
called what?

o A typosquatting attack
a A replay attack
e A watering hole attack

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Registering a domain that looks like a
real one, such as exmple.com, is called
what?

o Typosquatting
a Cache poisoning
e Domain hijacking

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Which malware spreads by inserting
copies of itself into host programs or
data files?

o A worm
a A virus
e A rootkit

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Which malware is self-contained and
spreads across a network on its own,
without user action?

o A virus

a A Trojan horse

e A worm

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Which malware looks like a useful
program but has a hidden malicious
purpose and does not replicate?

o A Trojan horse

a A worm
e A virus

FLIP FOR THE ANSWER

8LSSH OJ4NI'JS3S

"XOQpues 3U3 Ul Jey} e} 1M | ‘ples |
Nemaiy ay | ‘syib Buueaq swod | ‘ples uefos) ay| !
30v4 LHOIVYLS |

"} SNeIsul WipIA sy :edndal
10U S20p uefol] B ‘SWIOM pue S3SNIIA NUN "SSawey
Buyooy Ag ul s396 11 ‘A103s Juspue By} I AHM

asJoy unfou v

SECURITY & PRIVACY £

Malware that hides its own presence by
modifying operating system functions is
called what?

o A keylogger

a A rootkit
e Adware

FLIP FOR THE ANSWER
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SECURITY & PRIVACY £

Codeintentionally hidden in software that
triggers a malicious action when conditions
are met is called what?

o A keylogger

a A botnet

e A logic bomb

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Malware that encrypts your files and
demands payment for the decryption key
is called what?

o Ransomware

a Spyware

e Bloatware

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which web attack inserts a database
query into an input field that the
application then runs?

o Cross-site scripting
a SQL injection
e Directory traversal

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which web attack injects malicious scripts into
otherwise trusted websites so they runin
other users' browsers?

o SQL injection
a Buffer overflow
e Cross-site scripting (XSS)

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which attack forces a logged-in user's
browser to perform an action they did
not intend?

o Cross-site request forgery (CSRF)
a Cross-site scripting
e Session replay

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Using sequences like ../ to reach files
outside a web application's folder is
called what?

o Buffer overflow
a Directory (path) traversal
e Credential stuffing

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Capturing valid login data and sending it
again later to impersonate a user is
called what?

o A birthday attack
a A downgrade attack
e A replay attack

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

An attacker secretly positions themselves
between two devices to sniff or change their
traffic. What is this attack called?

o An on-path attack
a A birthday attack
e A reflected DDoS

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Trying stolen username and password
pairs from one breach against other
websites is called what?

o Password spraying
a Credential stuffing

e Pass the hash

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Trying one common password against
many different accounts is called what?

o Credential stuffing
a A dictionary pass
e Password spraying

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

In a reflection DDoS attack, what do
attackers send to third-party servers?

o Packets with the victim's spoofed source
address

a Packets with the reflector's real password
e Encrypted copies of the victim's data

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

A user signs in from Nashville and, ten minutes
later, from Tokyo. Which indicator of
compromise is this?

o Resource consumption
a Impossible travel

e Out-of-cycle logging

FLIP FOR THE ANSWER
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SECURITY & PRIVACY (12

Which hardening step reduces the attack
surface by removing what a system does
not need?

o Enabling every available service
a Sharing admin passwords across servers

a Disabling unnecessary services, ports and
protocols

FLIP FOR THE ANSWER

CESSH O4NI'IS3S

‘Buisn 30U a4e noA sauo ayy :
9501 "PIY201UN Y1) Mopuim e 31 s1 pod uado uy
3OV4 LHOIVYLS

‘Ul SAem Jama} saAed) sjod0304d

pue suonedndde ‘sa01AI9S papasuUN JJo Buluing
‘AAnigessuinA 91qissod e s| 201A19S Buluuni AJoA3 AHM
S1020304d pup

sydod ‘sadialas Aupssasauun Bunqgosiq )




SECURITY & PRIVACY (12 SECURITY & PRIVACY (12

A list of applications authorized to run, Which control limits how many failed
with everything else blocked by default, login attempts can be made on an
is called what? account?
o An application allow list o Key escrow
a A certificate revocation list a Rate limiting or throttling
e A deny list of known malware e Data masking
FLIP FOR THE ANSWER FLIP FOR THE ANSWER
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